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Sablier Labs Ltd Privacy & Cookie Policy 
(Last updated 3 April 2024) 

1. INTRODUCTION  

Who are we? We are Sablier Labs Ltd a company incorporated and registered in England with 
company number 14144591 and registered office The London Office, 85 Great Portland 
Street, London, England, W1W 7LT. Where we decide the means or purpose of 
processing your personal data, we are the data "controller." 

What's this policy 
about? 

This policy explains how we process your personal data as a data controller when you: 

• are a "User" of our website (https://sablier.com) any of its respective subdomains, 
and any other website or app of ours that links to this privacy policy (together, the 
"Services");  

• interact with our business as a supplier (a “Supplier”); and 
• apply for a role in our business (as a “Prospective Employee”). 

We update this policy from time to time so please check back in. 

Contact us (if you 
have questions 
about this policy 
or to exercise 
your rights) 

Write to us at: legal@sablier.com with any questions about our personal data 
processing. 

If you are in the UK and we cannot resolve your issue, you can also get in touch with 
the Information Commissioner's Office: https://ico.org.uk/concerns. If you live in a 
European country outside the UK, you can alternatively submit a complaint to the 
supervisory authority in your country. 

What are your 
rights? 

You have the following rights in respect of personal data, although these rights may be 
limited in some circumstances (we will let you know if they are limited when you 
contact us to exercise them): 

• Ask us to send a copy of your data to you or someone else 
• Ask us to restrict, stop processing, or delete your data 
• Object to our processing of your data 
• Object to use of your personal data for direct marketing 
• Ask us to correct inaccuracies 

If we rely on consent to process data, or send direct marketing, you can withdraw 
consent by email to the address above. 

Is there anything 
else to note? 

Please note that when you use the Services, you are interacting with the Ethereum and 
other EVM blockchains, which provide transparency into your transactions. Sablier does 
not control and is not responsible for any information you make public on the 
Ethereum or other blockchains by taking actions through the Services. 

The Services may link to third-party websites, online services, or mobile applications 
and/or contain advertisements from third parties that are not affiliated with us and 
which may link to other websites, services, or applications. Accordingly, we do not 
make any guarantee regarding any such third parties, and are not responsible for any 
loss or damage caused by the use of such third-party websites, services, or applications. 
The inclusion of a link towards a third-party website, service, or application does not 
imply an endorsement by us. We cannot guarantee the safety and privacy of data you 
provide to any third parties. Any data collected by third parties is not covered by this 
privacy notice. We are not responsible for the content or privacy and security practices 
and policies of any third parties, including other websites, services, or applications that 
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may be linked to or from the Services. You should review the policies of such third 
parties and contact them directly if you have any questions. 

 

2. YOUR PERSONAL DATA AND HOW WE USE IT 

Your data How we use it Sources and recipients 

Enquiry data (information we 
receive when you get in touch) 
including: 

• Name 
• Email address 
• Location data (inferred from 

your IP address if you use Crisp 
Chat) 

• Other personal data you send 
to us as part of enquiries. 

 
How long we keep it 

7 years from when our relationship 
with you ends. 

 

We process this information to 
respond to your support and other 
enquiries. 

Legal basis 

We may process this data in 
accordance with the terms of our 
contract with you (where we need this 
information to provide Services to 
you) or to take steps you request prior 
to entering into a contract.  We also 
use this to pursue our legitimate 
interests, including: (a) our interest in 
responding to enquiries to ensure 
smooth operation of our business and 
services; and (b) to understand our 
customers and improve our Services, 
by taking onboard your feedback. 

More information 

You may be required to provide us 
with certain information for us to 
respond to your enquiries. 

Sources 

• We collect this 
information from you 
when you send it to us. 

Recipients 

We use Crisp Chat as a 
customer relationship 
management tool.  Find out 
more about Crisp at 
crisp.chat/en/privacy/ 

We will also disclose 
personal data as required 
by applicable law or a 
binding court order.  

Stream Information 

We use the following data to 
display details of active and 
historic streams on our website: 

• Wallet addresses (of sender 
and recipient) 

• Status of streams (e.g. tokens 
sent, and the status of the 
stream). 

 
How long we keep it 

We do not store this data which is 
simply fetched and displayed 
through our website as and when 
requested 

Our website may allow visitors to view 
the status of streams, in which case 
the website will display publicly 
available information about streams 
available on the relevant blockchain. 

Legal basis 

We process this data to pursue our 
legitimate interest in providing visitors 
to our website the ability to view the 
status of streams more easily through 
a graphical user interface, rather than 
querying the blockchain directly. 

Sources & Recipients 

We collect this from the 
public blockchain, using  
APIs provided by ConsenSys 
Software Inc. 
(https://consensys.net/priv
acypolicy/) and Alchemy 
(https://www.alchemy.com
/terms-conditions/privacy-
policy) 

We will also disclose 
personal data as required 
by applicable law or a 
binding court order. 

 

https://consensys.net/privacypolicy/
https://consensys.net/privacypolicy/
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Sanction Screening 

We use the following data to check 
whether wallets interacting with 
our platform might be subject to 
sanctions: 

• Wallet address 
 
How long we keep it 

We do not store your wallet 
address after comparing it against 
sanction lists 

In some cases, if you use our Services, 
we may compare your wallet address 
against sanction lists. 

Legal basis 

We may process this data to comply 
with our legal obligations from time to 
time. 

We also use this to pursue our 
legitimate interests, including our 
interest in restricting the use of our 
Services by those who are subject to 
sanctions. 

Sources & Recipients 

We use TRM Labs, Inc, to 
carry out sanction checks. 

We will also disclose 
personal data as required 
by applicable law or a 
binding court order. 

User Analytics (data about how 
you interact with our Services) 
including: 

• Log and Usage Data: service 
related, diagnostic, usage, and 
performance information our 
servers automatically collect 
when you access or use our 
Services and which we record 
in log files. Depending on how 
you interact with us, this log 
data may include your IP 
address, device information, 
browser type, and settings and 
information about your activity 
in the Services (such as the 
date/time stamps associated 
with your usage, pages and 
files viewed, searches, and 
other actions you take such as 
which features you use), device 
event information (such as 
system activity, error reports 
(sometimes called "crash 
dumps"), and hardware 
settings). 

• Device Data. We collect device 
data such as information about 
your computer, phone, tablet, 
or other device you use to 
access the Services. Depending 
on the device used, this device 
data may include information 
such as your IP address (or 
proxy server), device and 
application identification 
numbers, location, browser 
type, hardware model, Internet 
service provider and/or mobile 
carrier, operating system, and 

We use cookies, similar technologies 
and other software to collect analytics 
data about users of our Services, to 
understand how people use them, 
where they come from, which devices 
and operating systems they use, and 
how they interact with our Services, 
along with logs of errors which may 
occur in providing our Services, to help 
improve and maintain our Services, 
and to identify usage trends. See 
section 3 below for more details.  

Legal basis 

We process analytics data if you have 
given your consent. 

More information 

You can opt out of allowing us to 
collect this information either by 
refusing consent to our use of cookies 
and similar technologies, or (in the 
case of Location Data) by disabling 
your Location setting on your device. 

 

Sources & Recipients 

• We use Vercel, Infura,  
Mixpanel, Sentry, and 
Rollbar to process some 
of this data 

• We will also disclose 
personal data as 
required by applicable 
law or a binding court 
order. 
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system configuration 
information. 

• Location Data. We collect 
location data such as 
information about your 
device's location, which can be 
either precise or imprecise. 
How much information we 
collect depends on the type 
and settings of the device you 
use to access the Services. For 
example, we may use GPS and 
other technologies to collect 
geolocation data that tells us 
your current location (based on 
your IP address). 

 
How long we keep it 

It depends on the service 
concerned (please see the 
information below). Where we 
have a choice we will retain 
personal data for a maximum of 26 
months, but we may retain 
aggregated statistics generated 
from that data which are 
anonymous. 

• Vercel: only anonymized 
data is retained; this is retained for 
24 months. 

• Rollbar: data retained for 
30 days. 

• Mixpanel: data retained for 
5 years. 

• Sentry: data retained for 90 
days 

 

Supplier information: (data 
collected and processed in order to 
manage our relationships with 
suppliers to our business) 
including: 

• Name; 
• Job title; 
• Employer; 
• Phone number; and 
• Email address. 
 

Legal basis 

We may process this data to comply 
with our legal obligations from time to 
time. 

We also use this data to pursue our 
legitimate interests in running our 
business and managing our 
relationship with our suppliers. 

Sources & Recipients 

Sources 

• We collect this 
information from you 
when you send it to us. 

• We may also collect this 
information from places 
where it is publicly 
available. 

Recipients 
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 • We may provide this 
information to other 
suppliers if needed in 
the context of your 
work with us.  

• We will also disclose 
personal data as 
required by applicable 
law or a binding court 
order. 

Prospective Employees: (data 
collected and processed about 
individuals who may apply for a 
role in our business), including: 

• Name; 

• Job title; 

• Employer; 

• Phone number; and 

• Email address. 

Legal basis 

We may process this data to comply 
with our legal obligations from time to 
time. 

We may request your consent in order 
to process some of this data, in 
particular any data which is “special 
category data” such as data relating to 
your health.  

We also use this data to pursue our 
legitimate interests in our recruitment 
activities. 

Sources & Recipients 

Sources 

• We collect this 
information from you 
when you send it to us. 

• We may also collect 
information about you 
from places where you 
have made it publicly 
available.  

Recipients 

We will disclose personal 
data as required by 
applicable law or a binding 
court order. 

Where explicit retention periods are not described above, we hold data for as long as necessary bearing in 
mind the purpose for which it was collected. To determine the appropriate period, we consider the 
amount, nature, and sensitivity of the data, the potential risk of unauthorised access, and legal 
requirements. 

 
 

3. COOKIES, ANALYTICS AND SIMILAR TECHNOLOGIES 

Cookies, pixels and other technologies store and access data on your device to help websites and apps work.  
This table explains their purpose, how long they last, and who else can access their data.  We get your 
consent to use them unless they are essential for our sites, apps or services. 

Most browsers allow control over cookies, for more information: Google Chrome | Microsoft Edge | Mozilla 
Firefox |Microsoft Internet Explorer | Opera | Apple Safari. 

Other settings to disable certain similar technologies: Windows Advertising ID | iOS and Mac OS Ad Tracking 
| Google Analytics | Your Ad Choices. 

Cookie/data Duration Purpose Access 

https://support.google.com/accounts/answer/61416?co=GENIE.Platform%3DDesktop&hl=en
https://support.microsoft.com/en-gb/windows/microsoft-edge-browsing-data-and-privacy-bb8174ba-9d73-dcf2-9b4a-c582b4e640dd
https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-desktop?redirectslug=enable-and-disable-cookies-website-preferences&redirectlocale=en-US
https://support.mozilla.org/en-US/kb/enhanced-tracking-protection-firefox-desktop?redirectslug=enable-and-disable-cookies-website-preferences&redirectlocale=en-US
https://support.microsoft.com/en-gb/windows/delete-and-manage-cookies-168dab11-0753-043d-7c16-ede5947fc64d
https://help.opera.com/en/latest/web-preferences/
https://support.apple.com/en-gb/safari
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Crisp Client cookies 6 months These cookies are used to 
provide chat functionality on 
our website 

N/A 

Mixpanel 12 months Analytics - To help us 
understand how you use our 
Services, such as how often, 
so we can improve our 
Services. 

N/A 

 
 

4. TRANSFERS AND DISCLOSURE 

Transfers Your data is generally stored in the UK. Where we use data processors outside 
the UK or Europe and transfer personal data to a country which does not 
provide a level of protection which has been assessed as “adequate" by the UK 
Information Commissioner’s Office, we use contracts approved by the 
European Commission or the UK Information Commissioner’s Office which give 
personal data protection similar to that which it has in Europe. For more 
information, including regarding the specific safeguards used to protect data 
which is transferred internationally, drop us a line using the contact details at 
the start of this policy. 

Disclosure Other than as set out above, we may disclose your personal data: 

• Where required by law, government, competent authorities, or the courts 
or to establish, exercise or defend our legal rights, and for the purposes of 
preventing crime and fraud (for example, we may share personal data with 
our professional advisors, investigators, or credit reference agencies). 

• With members of our corporate group, our suppliers, and subcontractors, 
as necessary for the purposes set out in this policy. 

• If involved in an investment, merger, acquisition, or sale of our 
organization or assets, personal data we hold may be shared based on the 
legitimate interests of us, our shareholders, customers, and other parties 
to a transaction, unless those interests are outweighed by prejudicial 
impacts upon you. 

 

 
 

5. AUTOMATED DECISION MAKING 

ADM not used We do not use automated decision making in relation to any of your personal 
data.  

 
 


